Platform Datasheet

CanlPhish was founded with the goal of making cyber security training

accessible to every organization. Our platform provides ultra-realistic phishing
simulations and high-quality security awareness training, all at a fraction of the & cani = KnowledgeBase v eleamelche:
cost of our competitors.

PHISHING & TRAINING

Yearly Phishing Overview

We've eliminated the traditional aggressive sales approach and run a leaner 08 Dashboard
business without an army of salespeople. We pass these savings to our

customers. Our platform is our sales tool and it speaks for itself. We offer a
well-equipped and perpetual free tier that is the perfect testing ground for
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Platform Benefits

Cost-Effective Security Awareness
Welcome Checklist
S Built from the ground up with a user-centric approach, ) _ ©
‘ CanlPhish combines powerful functionality with simplicity,
ici ility— i - i 61% ta Used A0
efficiency, and affordability—offering transparent, self-service 0 Day(s) - SM&MQ#&:W;ZSE ﬁﬂ 8 Day(s) Qe
()
¥/¢’

pricing for organizations of all sizes. Since Last Campaign Delivery = Until Monthly Quota Reset

Powerful, Fully Equipped Platform

Equipped with powerful features like Single Sign-On, Dark Web
Monitoring, Automated Reporting, and Domain Spoofing, our
fully managed infrastructure ensures your organization is Manage Campaigns See our campaign support article.
primed for elevating its security awareness from day one. Show 20 v enties Search
. . . CAMPAIGN SCHEDULED NEXT
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CanlIPhish is designed with a focus on user-friendliness, Cybersecurity Training Q4 Training 87 ©f 87 trinings assigned (100%) ERIEGT 11:00 ) P
) ; . : ) - (6MT+1000 AEST)
ensuring ease of use without needing advanced technical skills.
Supported by a detailed knowledge base, it empowers users to Cybersecurity Training Q1 Training 0 ©f 90 trainings assigned (0%) 14/0212025 [1 of 1] w?igfm‘ 3Dayls) s/os
take control confidently. ‘
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Fresh Content & Regular Updates
BEC Phishing Simulation Phishing 29/07/2024 - 15/08/2024 [1 of 1] 09:00 - 17:00 - ,‘I‘D+;ﬁ

We're always tuned in to the latest in cybersecurity trends and
threats, regularly updating our content and functionality to
keep it fresh and relevant. This ensures your organization stays
ahead with the most current security awareness resources.

(GMT+10:00 AEST)

Subscription Flexibility

Choose from our flexible monthly or heavily discounted annual
subscription plans to suit your organization's needs. Our
subscription model is designed for easy management and
adaptability.

SOC2
TYPE I GDPR

Cybersecurity Training Without Borders Audited COMPLIANT

With advanced multi-language support, CanlPhish offers content
in 70 written and 29 spoken languages, enabling you to create
campaigns tailored to your globally diverse workforce and
deliver an inclusive cybersecurity training experience.

caniphish



Realistic

Key Phishing Simulation Features

115+ Email Templates

Designed to simulate various real-life attack scenarios, these
uItra-rgaIlstlc phishing emails are an effective tool for File Edit View Insert Format Tools Table Help
preparing your employees for the threats they may encounter.
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70+ Phishing Websites m (TargetEmail
.Target-Emai

Leverage our collection of phishing websites meticulously

designed to replicate the appearance of genuine sites. These

W2 realistic simulations are designed to entice employees to Hi {{.Target-FName}}!
interact with them.
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We have received a password reset request for your LinkedIn
account.

) o . ) ) 027620
Our conversational phishing engine simulates emerging threats
by replicating real-world email and voice phishing tactics, Didn't initiate this? Immediately cancel the password reset.
delivering immersive, multi-channel training to prepare users
for modern cyberattacks.

Al-Powered Conversational Phishing
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Thank you for helping us keep your account safe.
The team behind LinkedIn

Customizable Content

Time and area

tlt Enhance your experience with our customizable phishing
content, or take it a step further by creating your own! Our gar::;mmww
platform offers flexibility and creativity in designing bespoke ‘
phishing tailored for your organization. S .

div Press Alt+0 for help 87 words
Sender Profiles & Domain Spoofing

Elevate your phishing simulations with custom sender profiles
and domain spoofing capabilities. Create authentic-looking

phishing campaigns that test and strengthen your
organization's defenses against sophisticated threats. 1 ° 5 M + 3 5 o K + 1 o o K +

. . Simulated Phishing Employees Fell For Employees Reported
Multi-Vector Attack Experience Emails Sent The Phish A Phishing Email
Simulate a variety of threats with our diverse attack types. From
website phishing and malicious attachments to conversational

email and voice phishing, experience realistic scenarios that
prepare your team for anything.
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Interactive

Key Training Features

40 Micro-Learning Training Modules

Our expanding in-house collection features expertly designed
training modules. Each includes a brief video and combines
educational content with quiz-based learning.

Using Artificial Intelligence
g On-The-Spot Learning (AI) Securely

- The most impactful learning opportunity occurs immediately

- o after a user clicks on a phishing link. They are redirected to an
interactive landing page that educates them on recognizing and
avoiding future phishing attempts.

Al represents technological progress, giving us powerful tools that are widely accessible. To

use Al safely at work, we must grasp its limitations, risks, and privacy implications.

Customizable Training Modules

Design custom modules effortlessly with our intuitive training
module editor. Create content that aligns with your
organization’s goals and deliver a personalized experience that

truly resonates with your employees.

Gamification

(4] ogo CanlPhish infuses education with an addictive mix of
competition and accomplishment, turning it into an exciting
adventure. Our approach, featuring leaderboards, badges, and
certificates, effectively resolves user engagement issues.

Learner Dashboard > 241/257

—/1 Employees have access to a personal dashboard where they can
%1 complete training modules, view their badges, check their
training statistics, and download certificates of completion.

Human Risk Management 200K+ 600+ 50+

CanlPhish meticulously tracks every employee interaction to Platform Learners Organizations Countries With
build a comprehensive profile of their phishing risk, badge g

score, security 1Q, and overall human risk. This data helps Engaged Trust CanlPhish Active Users
identify organizational vulnerabilities and strengths.
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